Wired Network Authentication
Configuring 802.1x for Windows XP

8/26/2009

Connect to the HWS wired network, follow the steps below:

Note: To only have Internet access, no configuration is required, just plug in a network
cable. These steps are for accessing HWS network resources on campus.

1.

10.

11.

computer, uninstall it from the Start Menu > Control Panel >

If you have the Cisco Clean Access Agent installed on your
=

Add/Remove Programs

Connect to the Internet and download and install the latest updates for
Windows by opening Internet Explorer and clicking Tools > Windows
Update, then following the directions and installing all updates in the

Express version.

Note: You may need to install multiple rounds of updates.

Click Start > Control Panel

On the left, make sure Classic View is selected

Double-click on Administrative Tools

Double-click on Services

Services
& . Shortcut
’ 2KB

"Wied AutelCersig Properves flocl Comenned e

ardl | Log On | Paogeery | Deparaince

Scroll down to Wired AutoConfig and double- Sowarane

click it e

. Next to Startup type select Automatic T e

. Under Service Status click on Start e oo oty et
Note: If you are able to click Stop, N - |

Pause, or Restart, then the service is :
already started and you can proceed Sotvon it St

without clicking anything
. Click OK

¥ St mpelly Tl paSelen Il il wher i e e pervele
b

Bt rrrien

Close out of all the windows you just opened

e e

Click Start, select Connect To and click on Show all connections

Right-click Local Area Connection
and select Properties

Select the Authentication tab

a. Make sure Enable IEEE 802.1x
authentication is checked

b. Under Choose an authentication
method, make sure Protected EAP
(PEAP) is selected

c. Check Cache user information for

. Local Area Connection Properties R

Networking | Authentication

Select this option to provide authenticated network access for
this Ethemet adapter.

| ¥ Enable IEEE 802.1X authentication |

Choose a network authentication method:

[[Protected EA° PEAP) ~1| Settings |

v Cache user information for subsequent connections
to this network
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12.

13.

14.

15.

User name: yourhwsUsername
Password: ssssssne
Logon domain:
You should now be able to use the HWS secure N —
oK J [ Cancel ]

wired network (if not, try restarting the
computer)

subsequent connections to this

network 21
d. Click Settings When connecting:
||__ Yaldate server certifcate:f

In the Protected EAP PI"O pe rti es r Connect bo bhese servers:
Window |
a. U nche_Ck Val Idate Se rver Trusted Ront Certification Autharities:

Ce rtlflcate [ aaa Certificate Services ﬂ
b. Under Select Authentication E AC Riz Certicamars 5.4,

AC RAIZ DNIE

Method choose Secured 0] ACEdICOM Roct

Password (EAP- MSCHAP VZ) [ A-CERT ADVANCED
c. Uncheck Enable fast reconnect EQEN-LB@ ooy

- - rnins - - -

d. Click Configure Iy | _,,—'
€. U nCheCk AUtomatlcaI Iy use my ™| o not prompt user bo authaorize new servers or brusted

Windows |og on name and certification autharities,
f glasli“cl)ol(rd (If any) Select Authentication Method:

: IC ISecured password (EAP-MICHAP w23 ﬂ Configure. .. |

[¥ Enable Fast Reconnect

Click OK two more times and close Fra——
the remaining WindOWS [ Discornect if server does not present cryprobinding TLY

K I Cancel

j/ Additional information is required to connect to the network

right portion of your screen
requesting additional = : : CZ} -
information, click on it | 2] 4P Tt Oy b ¥ %

Enter Credentials ‘

Click to provide additional information and connect

A box will pop-up in the lower [

Note: It may take a minute or so for
this box to appear.

In the window that appears type in
your HWS username and
password and click OK

If you have any trouble with the above process, please contact the Help Desk in the Library
Learning Commons or 315-781-4357 (ext. 4357/HELP on campus) or helpdesk@hws.edu.
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